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Abstract
Information systems security management has become a very important process for any
organization in the age of technology and information in which we live at the present time, in
which any organization needs to protect its data from the risk of penetration and loss.
Therefore, we find that we need a measure to measure the extent of information systems
security, and in this research, it was used Common Vulnerability Scoring System (CVSS) scale to
analyze information systems security indicators to prevent potential risks and breaches.
This study was conducted on Libyan Islamic Bank, AlKkhums branch, the questionnaire and
personal interviews were used to collect information. The problem of the study was formulated
as a set of questions and transformed with equations and statistical tools into conclusions and
recommendations that help in applying the risk knowledge scale, preventing penetration, and
maintaining the confidentiality of information. We found that the bank is not effectively using
the Information Assurance Security Standard (IAS) and is relying on passwords, simple security
measures and firewalls. This prevents accurate risk detection.
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